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ABSTRACT 

To effortlessly gather knowledge and data from wireless devices, Wireless Sensor Networks (WSNs) are now 

used as one of the successful distributed applications. The unique architecture of WSNs made it possible to employ 

them in a wide range of contemporary industrial applications, including automated control systems and systems 

for surveillance and monitoring that can help bridge the gap between user needs and available technology. The 

control of topology, QoS, robustness, placement, power consumption, scalability, reliability, resource utilization, 

data availability, and security are additional problems faced by WSNs. WSNs are planned to be merged into the 

internet of things (IoT) in the future when sensor nodes automatically join the internet and use it to cooperate and 

complete their functions. This survey paper proposes a taxonomy for wireless sensor networks (WSN), highlights 

some of the essential technologies, and profiles some applications that have the potential to make a striking 

difference in human life, especially for the differently abled and the elderly. Compared to similar survey papers in 

the area, this paper is far more comprehensive in its range and exhaustively covers the most significant 

technologies, from sensors to applications. Highlights some of the most powerful technology and describes several 

applications that have the potential to significantly improve human life, particularly for the elderly and those with 

disabilities. Compared to a different area, this one is much more thorough and covers all essential critical 

technologies, from sensors to applications. This paper aims to provide a better understanding of such limitations. 

 

Keywords: WSNs; automated control systems; routing; security; attacks. 

 

1. Introduction 

Today the Internet has become ubiquitous, has touched almost every corner of the globe, and is affecting 

human life unimaginable. We are now entering an era of even more pervasive connectivity where various 

appliances will be connected to the web [1]. Let us look at two of the most popular definitions. (1) Define the 

Internet of Things as simply an interaction between the physical and digital worlds. The digital world interacts with 

the physical world using many sensors and actuators. Another definition [2]. (2) Defines the IoT as a paradigm in 

which computing and networking capabilities are embedded in any conceivable object [3]. Most of the authors 

have used various definitions of this phrase. Let's examine the two most widely used reports. (1) Simply put, the 
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Internet of Things is the meeting point of the physical and digital worlds. Numerous sensors and actuators 

communicate between the physical and digital worlds. [2] Another definition. (2) The Internet of Things (IoT) is 

defined by two as a paradigm in which networking and computational capabilities are built into any imaginable 

device [3]. 

 We use these capabilities to query the object's state and change its shape if possible. In common parlance, 

the IoT refers to a new world where almost all the devices and appliances we use are connected to a network. For 

this intelligence and interconnection, IoT devices are equipped with embedded sensors, actuators, processors, and 

transceivers. IoT is not a single technology instead, an accumulation of various technologies that work together in 

tandem [4]. IoT devices have interconnected sensors, actuators, CPUs, and transceivers for this intelligence and 

connectivity. IoT is a collection of different technologies operating in concert instead of being a single technology 

[4]. 

Sensors and actuators are devices that help interact with the physical environment. The data collected by 

the sensors must be stored and processed intelligently in order to derive valuable inferences from it [5]. Note that 

we broadly define the term sensor; a mobile phone or even a microwave oven can be a sensor if it provides inputs 

about its current state (internal state + environment). An actuator is a device used to effect a change in the 

background, such as the temperature controller of an air conditioner [6]. 

Devices that aid in interacting with the physical world include sensors and actuators. It must be intelligently 

stored and processed to draw insightful conclusions from the sensor data [5]. Keep in mind that we define the term 

"sensor" generally; a cell phone or even a microwave can qualify if it sends information about its current state 

(internal state plus environment). A device called an actuator is one that alters the background, like the air 

conditioner's temperature controller [6]. 

The storage and processing capabilities of an IoT object are also restricted by the resources available, which 

are often very constrained due to size, energy, power, and computational capability limitations. As a result, the 

main research challenge is to ensure that we get the right kind of data at the desired level of accuracy [7].  

WSNs are a particular class of wireless networks that include a large number of specialized sensors but 

have little in the way of infrastructure. These tiny sensors are less expensive than conventional and have limited 

power [8]. These sensors are small devices that cooperate in gathering environmental data. The base station serves 

as an interface between the user and the internet after the sensors have processed and transmitted the collected data. 

The design of WSNs often depends on the application, where numerous aspects must be considered, including cost, 

the environment, hardware, the design objectives of the application, and the system restrictions [8], [9]. 

WSNs are deployed in numerous applications [10], [11], which closes the technological and user needs 

gap. Area monitoring, military applications [12], where sensors are used to detect enemy intrusion, environmental, 

earth tracking, and monitoring are among the most popular WSN applications. There are numerous sub-applications 

of monitoring, including A) Monitoring of air pollution [13], which many cities have implemented to track the 

concentration of hazardous gases. B) Forest fire detection, in which sensor nodes are positioned throughout the 

forest to detect the start of a fire and are outfitted with sensors to gauge the fire's temperature, humidity, and gas 

emissions. C) Monitoring water quality can be done using numerous wireless sensors. 

WSNs are also employed in industrial monitoring applications [10], [14] because sensors can be 

incorporated into machinery and require minimal infrastructure. WSNs could be used in a variety of applications 

in this area, including monitoring the health of machines where sensors have been installed for machine 

maintenance, monitoring water waste where water levels and water quality can be checked, and watching the health 

of structures where WSNs can have control over civil infrastructure [15]. The radio transceiver, microcontroller, 

power source, and external memory make up the sensor nodes. 

This paper is organized as follows: Section 2 describes the 'WSNs' basics and concepts. Section 3 presents 

an overview of routing in WSNs, its classification, challenges, and some of the routing techniques. Section 4 shows 

security in WSNs, goals, network layer attacks, and countermeasures. While section 5 presents routing issues in 

WSNs, the section explains, in brief, the future research directions, and Finlay section 6 introduces the conclusion. 

 

2. Wireless Sensor Network 

In this paper, the term sensor network refers to a heterogeneous system joining tiny sensors and actuators 

with general-purpose computing devices. It may consist of hundreds or thousands of low-power, low-cost nodes, 

perhaps mobile, but more likely at fixed locations, deployed in masse to monitor and affect the environment. There 

are fundamental differences between any traditional wireless network and a wireless sensor network [16]. The term 

"sensor network" is used in this research to describe a heterogeneous system that combines small sensors and 

actuators with general-purpose computing hardware. It might consist of hundreds or thousands of low-cost, low-

power nodes deployed in large numbers to monitor and influence the environment. These nodes could be movable, 

but it's more likely that they would be fixed. A wireless sensor network differs fundamentally from any 



Delta University Scientific Journal Vol.05 - Iss.02 (2022) 352-366 

 

Page | 354 

conventional wireless network in several ways [16]. Structured and unstructured WSNs are the categories into 

which WSNs are classified [17]. The network in the unstructured WSN is unattended to perform reporting and 

monitoring functions, making it challenging to perform network maintenance, such as detecting a failure and 

managing connectivity. The unstructured WSN comprises a sizable number of tiny randomly placed nodes 

throughout the area. On the other hand, structured WSNs have low maintenance and management costs because all 

the sensors are installed using a pre-planned technique with fixed nodes, resulting in full coverage. 

Because sensor nodes have unique properties, unlike wired networks [16], routing in WSNs faces various 

difficulties [18]. The difficult deployment conditions may expose WSNs to failure [19]. In the network region, 

sensor nodes should be autonomous [20], [21], as this enables all nodes to communicate wirelessly and alters the 

topology. As a result, various attacks present a chance for numerous security issues [22], [23]. For instance, the 

attacker might be able to impersonate a sensor node, track data transmission, send bogus alerts, and use up network 

resources. A network like this must be secured to transmit data from its source to its destination [24]. Taking 

everything into account, there are numerous restrictions. 

2.1. Wireless sensor network architecture 

Wireless sensor system Architecture is designed according to an IoT system's layered architecture, outlined 

in Figure 1 [25]. The first layer represents the environment layer with the monitored signals such as temperature 

and humidity. The second is the perception layer, where the WSN is located with three sensor nodes, the encrypted 

data travels to the receiver using the suitable characteristics protocol in the transport layer. Like scalability, secure 

message sending and receiving, minimum bandwidth, energy consumption and processing, and its 

publisher/subscriber architecture. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure  1 : Architecture system scheme of WSN  

The middleware layer is essential not only for the proposed methodology but also for the MQTT protocol 

and the publish/subscribe architecture based on topics. For the development of the IoT system of WSNs. This layer 

has the function of being an intermediary of messages in the wireless sensor network. In parallel, it decrypts 

messages and moves the records to the database. The application layer is where the visual display system is located.  

Include publisher/subscriber architecture, scalability, secure message sending and receiving, minimal 

bandwidth, energy usage, and processing. In addition to the proposed technique, the MQTT protocol and the topic-

based publish/subscribe architecture rely on the middleware layer. For the creation of the WSNs IoT system. In a 

wireless sensor network, this layer is an intermediate for messages. It simultaneously moves the records to the 

database and decrypts communications. The visual display system is positioned at the application layer. 

 The business layer manages the IoT system, including applications, business and profit models, and 'users' 

privacy. The business layer is out of the scope of this paper. Hence, we do not discuss it further 

2.2. WSN Types and Topologies 

Topologies of WSNs are categorized according to the number of nodes or the power and transmission [26], 

[27], whereas types can be classified according to their structure or intended application [28]. Terrestrial, 

Underground, Underwater, Multimedia, and Mobile WSNs are some of the different categories. The many types 

and topologies of wireless sensor networks are described in Figure 2. 
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Figure 2 : WSN Types and Topology 

3. Open Issues and Research Area in WSN 

Although WSNs are given a lot of attention, they are also subject to several limitations and difficulties, 

including topology control, scalability, robustness, placement, power consumption, routing, security, and data 

availability. Due to the power, storage, and processing capacity restrictions placed on sensor nodes, wireless sensor 

networks are subject to several constraints that necessitate careful resource management. Due to a lack of 

infrastructure, wireless communication is also insecure. The vulnerability of sensor nodes and their varied makeup 

pose a problem. The frequent topology changes brought on by node failures, joining, or mobility are a drawback. 

The absence of a global addressing scheme also makes traditional IP-based protocols ineffective. For WSNs to 

become widely used and reliable, a variety of obstacles and widely used. These difficulties can be summed up as 

depicted in Figure 3 and Figure 4 [18], [22], [29], [30]; problems must be resolved. Table 1 concludes the most 

important research directions of WSN challenges in brief. 

 

Table 1 

Recent research directions for WSN 

Challenges Approaches Objectives Future directions 

Topology control 

A game theoretic for 

nodes in WSNs [31]           

 

Change node transmission 

power to extend network 

lifetime. 

Enhance the approach so that it 

is more general. 

A new link interference 

model [32] 

Measures a link's interference by 

calculating the number of links 

covered in order to reduce link 

interference. 

Creating interference-optimal 

topologies by designing efficient 

distributed algorithms 

Adaptive Cooperative 

Topology Control 

(CTCA)) [33] 

Adapt the transmission powers 

of nodes to lengthen network 

longevity using an adaptive 

technique so that nodes do not 

end up with the same power 

level throughout their lifetime. 

Creating and explaining a more 

generic version of this technique 

Scalability 
Broadcast session key 

"BROCK" protocol [28]              

Reducing the number of 

transmissions can save energy. 

Enhance sensor network security 

protocols while keeping data 
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integrity and authentication in 

consideration. 

Multi-hop routing 

(HYMN) [34] 

Enhance the Scalability of 

Wireless Sensor Networks by 

analyzing and comparing the 

scalability constraints of 

conventional routing methods to 

Hybrid Multi-hop routing 

(HYMN) 

Increasing the efficiency of this 

approach 

Robustness 

Gene Regulatory 

Networks (GRNs) [35]       

Face the difficulty of 

maximizing efficiency, in which 

sensor nodes must be energetic 

and adaptable to any faults. 

Improve the algorithm to be 

more efficient 

A novel solution to obtain 

robust WSNs [36] 

Enhancing the robustness of 

communications in WSNs by 

utilizing biological robustness 

concepts at the Nano scale 

Investigate the use of GRNs in 

different network contexts, such 

as the Internet. 

Placement 

New relay placement 

approach [26]                     

Have the capacity to improve 

network connectivity in a 

wireless multi-hop network. 

Develop a novel intelligent 

routing protocol that it takes 

advantage of two connected 

relay nodes. 

Sink Node Placement 

Strategies for WSNs [37] 

Choose the optimal location in 

single-hop and multi-hop WSNs 

regarding network longevity. 

Enhance the strategy to 

maximize network lifetime. 

Weighted relay node 

placement for WSN 

connectivity [38] 

Minimize the total weight of the 

points on which the relay nodes 

are deployed 

Investigate the problem of 

weighted relay node placement 

for robust and survivable WSN. 

Power consuming 

Topology control 

algorithm called   A tree-

based heuristic [27]          

Increase the network's lifetime 

based on full network 

connectivity, high coverage of 

the sensing area and reduced 

power consumption.                  

Utilize minimal global 

information to enhance the 

technique. 

An energy-efficient, 

mobile sink-based data 

collection protocol for 

large-scale WSNs [38] 

Reduces the total energy 

consumption based on (i) 

overhead updating routing 

information and (ii) increased 

operating time due to aperiodic 

query. 

Refine the proposed method to 

reduce data collection time by 

using parallel transmissions, and 

extend this proposed method to 

cope with node failure 

Routing 

 

 

A polynomial time 

heuristic algorithm [18] 

The network's performance can 

be enhanced by considering 

dynamic channel 

assignments while routing, 

which allows for more 

transmissions while 

simultaneously efficiently 

decreasing computational 

complexity and solving linear 

programming formulas. 

Decrease the number of 

equations to reduce the 

computation time and increase 

network performance. 

Based on a genetic 

algorithm, an energy-

efficient and trustworthy 

routing protocol 

(E2TRP) for wireless 

sensor networks has been 

developed[39] 

Dynamic generation of CH and 

clusters depending on node 

distance from CH (of the sensor 

nodes) utilizing a genetic 

algorithm and sensor node trust 

Creating and describing a more 

generic version of this method 
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Enhanced clustering 

algorithm in wireless 

sensor networks based on 

energy consumption  [40] 

Protect the nodes with low 

energy and a long distance to 

prevent energy failure in the 

cluster heads. 

How to handle the initial energy 

when it is not there in the same 

period 

Security 

New data-gathering 

strategies for a broad 

sensor network region 

when integrating one or 

more M-investors [22] 

Provide security both for 

incoming data memory and 

network messages. 

Enhancing mechanisms to boost 

security over a large area. 

Position Responsive 

Routing Protocol (PRRP) 

[41] 

minimize energy consumed in 

each node based on (1 ) reducing 

the amount of time in which a 

sensor node is in an idle 

listening state and (2) reducing 

the average communication 

the distance over the network. 

Improve the protocol to deal 

with mobile ad-hoc network 

 

 Now, we will focus on the most recent challenges and currently open issues in the environment that have 

effects on the performance of WSN. 

1. Interoperability and scalability [42]: The significant challenges in interoperability are technical, 

semantic, and pragmatic. In addition, sensing nodes are becoming prominent and unbounded, so current 

WSN architectures need to be updated to cope with the rapid growth of sensing node numbers. The 

current security protocol also doesn't handle this growth, so it needs to be modified. 

2. Energy Efficiency [41]: sensors are limited due to energy, storage and lifetime, so optimized, secure 

and efficient protocols need to be devised for WSN. A set of tasks need to be created to determine each 

charge which sensor is required; for executing this task, a sensor will be turned on the sensor for a 

particular time interval, and after completion of the study, the sensor will go to an idle state.  

3. Mobility Management [43]: current mobility protocols can't deal with mobile nodes efficiently due to 

energy and processing constraints, so mobility management is critical in WSN.  

4. Deployment and Localization [44]: Deployment means positioning and organizing an active sensor 

network in a real-world environment. Nodes can be deployed by placing one after another in a sensor 

field or dropping it from a plane. Deployment of the sensor networks is an intensive and cumbersome 

activity as we do not influence wireless communication quality. The real world also limits and strains 

sensor nodes by interfering during communications. Several deployment issues that need to be taken 

care of our power consumption and node death, Low data yield, Network Congestion & Self-

configuration [45], [46]. 

For Localization: Sensor networks have been used in many fields like object tracking, forecasting and 

distant control of dangerous regions, surveillance, and routing. In such applications, sensor data need to be merged 

with location details. The location information of the sensor can further help route in calculating the coverage 

quality and attaining load balancing. Since sensor networks may be organized in unreachable environments or 

disaster assistance operations, the location of sensor nodes may not be scheduled, so localization is one of the 

fundamental problems for many applications. It contains the identification and association of collected data, query, 

and managing nodes localized in a determined area, node addressing, coverage and nodes density evaluation, 

generation of energy map, topographical routing, object tracking, and other algorithms. The significance of 

localization data ascends from numerous factors, some of which are correlated only to WSNs. Hence, localization 

turns out to be a crucial research topic in WSNs. Figure 3 summaries most of localization open issues [47], [48]. 

4. Deployment and Localization and Coverage  

Coverage[17] is one of the measurements of WSN quality of service (QoS) that is affected by the sensing 

range (𝑟𝑠) of the sensor node. The target area is fully covered if every point of the area is within the sensing range 

of at least one sensor node. Each node can detect events and objects within its sensing range and share this 

information with its neighbors, located in its communication range to guarantee connectivity between nodes. In 

most cases, many sensor nodes are required to achieve maximum coverage. Coverage may be area coverage, point 

coverage and barrier coverage [19], determined according to application. This paper concentrated mainly on area 

coverage. The primary coverage challenge is maximizing network coverage with the minimum number of sensor 

nodes which is the subject of this paper using genetic optimization algorithm (GA) [20]. This is considered a Non-

deterministic Polynomial-time hard (NP-hard) problem [49]. 
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Figure 3: Taxonomy of Localization Open Issues 

Nodes deployed in WSNs could be static, mobile, homogenous and/or heterogeneous[50]. Static nodes are 

initially deployed and keep their position fixed inside the region. They can be deployed deterministically or 

randomly according to environment and application requirements. The main advantages of static nodes are energy 

saving and cost reduction, as there is no mobility, which consumes the leading energy of nodes. However, the main 

drawback is that there is no mobility in the network and thus, coverage holes will arise. Accordingly, mobile nodes 

are used to fill up the coverage holes by moving to areas not covered by static nodes. Mobile nodes are deployed 

after the initial deployment of static nodes. 

Nodes used in WSN deployments may be stationary, moving, homogeneous, or heterogeneous [50][12]. 

Initial deployments consist of static nodes, which maintain a fixed position within the region. Depending on the 

needs of the environment and the application, they can be distributed deterministically or randomly. As there is no 

motion, which is what uses most of a node's energy, static nodes have several benefits. The biggest disadvantage, 

however, is that coverage gaps will develop because the network is immobile. Mobile nodes are therefore employed 

to remedy the coverage gaps by dispersing to the regions that static nodes do not cover. After the initial deployment 

of static nodes, mobile nodes are deployed. Then, these sensors are deployed randomly but they increase the 

hardware costs and consume more energy [16] due to mobility feature. . Whether there are mobile nodes or static 

nodes, this paper classifies coverage strategies in WSN into three main parts: coverage based on deployment 

strategies, coverage based on meta-heuristic methods and range based on self-scheduling strategies. Error! R

eference source not found.4 illustrates the classification of coverage strategies in WSN. Then, because of their 

mobility feature, these sensors are placed arbitrarily, but they raise hardware prices and use more energy [16][13]. 

This study divides coverage tactics in WSN into three primary categories: coverage based on deployment strategies, 

coverage based on meta-heuristic techniques, and coverage based on self-scheduling strategy, regardless of whether 

there are mobile nodes or static nodes. Figure 4 shows how coverage strategies in WSN are categorized. 

WSN  Localization 
CHALLENGES

Information 
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Minimum number 
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localization

Robust algorithm 
for mobile sensor 

networks

Localization 
algorithms in 3D 

space

Error propgation 
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ranging based 
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Figure 4: Coverage strategies taxonomy for WSNs 

5. Routing Issues in WSNs 

Routing is processed to find the best path to deliver the data from the source sensor node to the destination 

sensor node. It is more vital in WSN than any other network due to its many characteristics of an IP-based schema 

which is a routing protocol in which the traffic is routed from nodes to the base station. In WSNs, nodes are resource 

constrained regarding energy [30], storage, and computational capacity, so they must be used efficiently. Routing 

protocols are organized into three categories: (a) The first one is based on a mode of functioning classified into 

proactive, reactive and hybrid routing [51]. (b) The second one relies on the participation style of nodes classified 

into flat, direct, and clustering routing protocols [45]. Moreover, (c) the third one is based on the network structure 

divided into Hierarchical [46], Data-Centric [47], and Location-Based [48]. Many factors affect routing protocols 

that must be taken into consideration when designing routing protocols [52], [53]. Some of these factors are Node 

Deployment, Fault-Tolerance, Scalability, Data Aggregation, Routing Looping Problem, Energy Constraints, and 

Security, which consider the most critical factor in achieving secure routing. 

This section discusses some routing techniques, showing their characteristics, types, advantages, and 

disadvantages. As shown in Error! Reference source not found.. 

Table 2 

 Routing protocols summary 

Approaches Protocols Characteristics Advantage / Disadvantage 

Re-active 

Routing 

Technique 

Ad-hoc On-

Demand 

Distance Vector 

(AODV) [54] 

It is an incorporation of 

on-demand and distance-

vector, not only that but a 

method of routing a 

message, whereby the 

message could be passed 

by exploring routes 

Advantages: 

• Flat routing protocol where there is no need for the 

central administrative system that handles routing 

process, avoid loops and counting to infinity 

problem. 

• It keeps a small message overhead. 

• The connection setup delay is lower. 

• It establishes the shortest path with the lowest 

power consumption. 

• It is used in solving the black hole problem. 

Coverage stratigies in WSN

Based on deployment 
strategy

Force based 
techniques 

- VFA   - EVFA 

-a van der Waals 
force-based

Grid based 
techniques 

- Triangular grid 
- Square grid       

- Hexagonal grid

Computational 
geometry 

- Voroni 
diagram

- VOR -VEC 

-Mini-MAx

- Delauny
triangulator

Based on meta-
heuristic

GA, ABC, ButterFly, 
PSO, SA,..

Based on self-
scheduling strategies

- CAOP

- HCCVGA
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Disadvantage 

• Takes a lot of time to build the routing table. 

• Consumes more share bandwidth. 

• Higher processing demand 

Dynamic Source 

Routing (DSR) 

[52] 

An On-Demand routing 

protocol in which it 

calculates route only 

when it is necessary. 

 

Node discovers the route 

by sending the route 

request to all neighbors 

with a unique id, nodes 

list, source address, and 

destination address. 

Advantage  

• It uses no periodic routing. It reduces bandwidth 

overhead.  

• Protect battery power. 

• Reduce route maintenance overhead. 

• The route caching also decreases the overhead 

gained from route discovery. 

Disadvantage 

• Packet header becomes larger with a route length 

• The problem of Route replay storm. 

Pro-Active 

Routing 

Technique 

Destination- 

Sequenced 

Distance-Vector 

(DSDV) [55] 

It is a table-driven 

algorithm which depends 

on the Bellman-ford 

algorithm [39], where 

every node maintains a 

routing table arranged in 

the sequence that verifies 

the next hop, cost and the 

cost metric of each 

destination 

Advantage  

• The simple routing protocol is designed for 

initiating an ad-hoc network with fewer sensor nodes. 

• It does not include format loops because it uses 

destination sequence numbers 

• No latency is caused by route discovery. 

Disadvantage 

• There are bandwidth and power consumed by 

sleeping nodes even if the network is idle 

• Most route information is never used. 

• Not the right choice for a highly dynamic network 

Hierarchical 

Routing 

Technique 

Low-Energy 

Adaptive 

Clustering 

Hierarchy 

(LEACH) [56] 

Works on dividing data 

into clusters to decrease 

the consumption of 

energy. 

 

This operation consists of 

several rounds divided 

into two phases: Step up 

phase, and steady phase. 

Advantage  

• It gives the sensor node a longer lifetime. 

• It reduces network traffic as it aggregates all data at 

the cluster head 

• It does not need the location information of nodes 

to create the cluster 

• It saves energy. 

Disadvantage 

• It does not give information about the cluster head 

in the network. 

• Clusters are randomly divided, which causes 

uneven cluster distribution and increases power 

consumption. 

• It is not suitable for applications with extensive 

place coverage. 

 

6. Security Issues in WSNs  

 Security is a broadly used term to include the characteristics of authentication, privacy, integrity, non-

repudiation, and anti-playback, as depicted in Error! Reference source not found.5. The greater the dependency o

n the information supplied by the networks may be increased, the more the risk of secure information transmission 

in the networks has increased. To secure the communication of massive kinds of information over networks, several 

cryptographic, steganography and other techniques are utilized that happen to be used widely [52]. The following 

are the initial security requirements that every WSN application should adhere to [55]: Confidently, Authentication, 

Lack of Integrity, Protection against Message Reply attacks, Lightweight Encryption Mechanisms & Secure 

Management and Key Distribution Techniques. 

Figure 6 depicts security as a critical issue, especially in WSNs, for many reasons; some of these reasons 

are that all wireless nodes are usually found in a hazardous environment, and the broadcast nature of WSNs makes 
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it easy to be affected by any attack. Many security goals must be achieved; these security goals [57] can be classified 

as primary and secondary goals. The primary goals are common security goals, such as data confidentiality, 

authentication, integrity, and availability. The secondary goals [57] like data freshness, self-organization, time 

synchronization, and secure localization.    

 

 
Figure 5: Coverage strategies taxonomy for WSNs 
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Figure 6: Taxonomy of Security Open Issues 

 

7. Future Research Directions 

Despite numerous works on WSN security, there are numerous unresolved issues. WSN security research 

is currently scattered, with each organization focusing on specific concerns or characteristics. It is critical to have 

an integrated strategy for diverse areas of WSN security. Several areas must be investigated in terms of secure 

routing, as there needs to be faster coverage because the scale of WSN operation is enormous, with thousands or 

millions of sensor nodes. WSNs have dynamic topology, and routing tables are subject to immediate modifications, 

so the routing protocols must have fast coverage. There must also be energy-optimized routing protocols to improve 

efficiency while providing security against possible attacks. As shown in Figure 7: future directions of research on 

routing protocols in WSNs. The future directions of research on routing protocols in WSNs have to concentrate on 

the following: 

• Adding node mobility and multi-sink capabilities to the new routing protocols while meeting security and QoS 

standards will assist in securing networks and increasing their lifetimes. 

• Because many learning algorithms rely on partial data and feedback, the discovering techniques of the route update 

are used to book all convenient routes from the source to the desired destination. The packets are separated and sent 

through different routes. Feedback is obtained to evaluate path performance, ensuring optimal efficiency through 

dynamic data allocation. Such a method will promote appropriate routing unpredictability. Furthermore, the data is 

arbitrarily separated into several pathways. These features provide excellent protection against various forms of 

attacks. 

• Most traditional routing techniques are intended to communicate by utilizing optimal paths. WSNs are based on 

resources; such a system quickly depletes the resources along the best routes. Furthermore, it can improve system 

predictability. It is worth noting that all packets are sent via a single path, making routing methods more vulnerable 

to assaults. The energy-aware algorithm has been improved to assess these issues. 

• Numerous protocols aid in resolving WSN security threats, but no one protocol or technique can address all security 

concerns and meet all need domains. As in [58], the author provides RADS, a rule-based anomaly detection system 

that can observe and detect timely Sybil attacks in various WSNs. This protocol doesn't require encryption methods 

or third-party trusted party authority; it reduces the overhead imposed by sensor node connection, and it is cost-

effective in that each node may detect more than one Sybil assault without needing additional hardware enforcement. 

However, this approach is unable to detect indirect Sybil attacks. The author should improve the system's detection 

of threats like wormholes, floods, and sinkhole assaults. To make the system handle direct Sybil attacks, the author 

should also use a stochastic environment and genuine attack patterns. Finally, they must ensure that the RADS 

approach does not consume electricity. 
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Figure 7: Future research directions 

8. Conclusion 

The importance of WSNs cannot be overstated as the computing world is becoming more compact and 

portable. Because of their traditional wireless media, complex heterogeneous resources, and unpredictable 

topology, WSNs confront various security concerns. While routing in WSNs is the act of finding the optimum way 

between nodes, data on this route is vulnerable to several sorts of attacks, such as Sybil, Hello Flood, Wormhole, 

Sinkhole, and Selective Forwarding, in which the adversary is concerned with inserting misleading data into the 

network or sabotaging it. As a result, a robust defence system against such attacks is required. However, building 

a sensor network routing protocol that meets state-of-the-art sensor routing protocols' security and energy savings 

goals is still a work in progress. Such protocols rely on self-regulation, nodes, and BS that only hold local 

information. 

Furthermore, the system must be globally known to establish security, which is an expensive process for 

sensor networks. Moreover, security is a multi-layered issue. If data is injected into any layer, it cannot be 

transmitted to the following layers, necessitating multi-security solutions that ensure comprehensive security across 

all protocol stacks. 
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